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Presenter
Presentation Notes
This briefing presents a quick, high level overview of some aspects of systems engineering. The International Council of Systems Engineering (INCOSE) defines systems engineering as "A combination of interacting elements organized to achieve one or more stated purposes.”   A wonderful primer on systems engineering from INCOSE can be found at http://www.incose.org/ProductsPubs/products/seprimer.aspx

A wiki definition is below.  Basically systems engineering is a way to tackle complex systems (usually multiple systems within a system) by breaking down the work into structured,  logical steps to  ensure the end result is the right system for the right problem to be solved.  Sometimes a system is newly built but often in-place systems need to be upgraded or transformed.  Those in-place systems are called legacy systems.  Your parents may be using systems in their workplace that have been around for 10 years or more. In today’s world, even 6 months can make a big difference with new capabilities in a newer “model”.  

Cost, schedule and performance of the system are over-riding concerns and guide systems engineering through out the project.  The developers – those who build the software or hardware - and the customers – the end users/those paying for the new system - have to agree upon those constraints and often have to make trade-offs when issues arise during the project.  A major step – indeed probably the most important – is to get requirements right.

Wiki Definition: Systems engineering is an interdisciplinary field of engineering that focuses on how complex engineering projects should be designed and managed over the life cycle of the project. What does interdisciplinary mean?


Issues such as logistics, the coordination of different teams, and automatic control of machinery become more difficult when dealing with large, complex projects. 

Systems engineering deals with work-processes and tools to handle such projects, and it overlaps with both technical and human-centered disciplines such as control engineering, industrial engineering, organizational studies, and project management. //Be advised that human engineering is a major consideration in systems engineering.  What kinds of considerations would human engineering include? // (http://en.wikipedia.org/wiki/Systems_engineering)




Needs are Requirements

A good requirement is something that:

1) is needed,

2) can be tested to make sure you met the need, and

3) is something you can make happen
(It isn’t too hard to build, won’t take too long, or cost too much).


Presenter
Presentation Notes
So think about the latest thing that you wanted – it might have been a game, or a new cell phone, or a new computer or Ipad.  Then, think about WHY you want that new device.  Think about the capabilities or the functions of the device.  If it costs too much, or you can’t get one for a while, can you think of other devices that would provide the same – or nearly the same – functions? What is the most popular X?  Why is it popular?  Would your old phone give you 80% of what you wanted?  Or maybe the phone is still good, but you wanted more applications.  No matter what you do in life, it is always a good idea to think about what you really need and weigh those needs against cost, schedule (do you really need it NOW?) and performance.  Performance example can I hook up to the internet quickly or do I have to wait?  Does the application require me to press a lot of buttons? Performance is something that can be tested and measured.  If you must have video capability on your computer, but the picture is fuzzy, then perhaps that computer doesn’t meet your requirement.  If you are OK with the fuzziness because the computer has other cool things that you like and the price is right, that is called cost benefit analysis.  A lot of thought and metrics (a way to measure something) have to be considered before you officially state something as a requirement when you are a systems engineer.  
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Presenter
Presentation Notes
This is a slide to introduce the concept of behavior as it relates to a system.  In this case, the system is the system of a teen and their friends.  The topic is that of a young man or woman interested in a class mate.  Most likely they will pay attention to where their “object of interest” hangs out, know their homeroom, and who their friends are.  If you mapped out the entire system, it would include the school and friends. Maybe even families or sports organizations. Once you understand that systems have behaviors, you can think about cyber systems.  

Cyber systems are made up of networks, applications and people. What do we mean by application?  To defend your company’s network, you would need to know about all of the hardware and software components used and what systems your system was interacting with.  You would need to know how your system normally behaved.   If something were out of the ordinary (if the system behaved differently like slowed down or had more memory bytes), that could mean that your system was being monitored or attacked by outsiders.  There are tools to help monitor systems and new ones are being built all of the time.  That is an exploding career field and one that will be around for a long time. There is more to cyber than this, but this is just one example.  

Be aware that cyber defensive skills and education will put you in the number one spot for jobs. Everything touches the internet or is controlled by computers.  Can you provide examples?  Phones, computers, banks, stores, work, supplies, ships, railroads, GPS, nuclear power plants, waste water systems, water supplies, hospitals.  What else?  
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Presenter
Presentation Notes
It is not necessary to read the words in this diagram.  It is just an example of complexity within a networked system.  At each node, (a node is a connection – it can be a person or a network switch) something can happen, so the “hops” between end nodes increases vulnerabilities.  If you talk to Sue who talks to Tanya who talks to Tara who talks to Emily, then there are five areas of vulnerability.  That means there are five chances that someone can target you or put a virus into your device just by the number of people you communicate with. 


What is a System?
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Presenter
Presentation Notes
What is a system anyway?  We talked about Systems Engineering a bit, and about network systems and about the system that includes your friends and school.  
Can you think of other systems?  
There are lots of definitions, but one that I like is that a system has a purpose and/or it does something, has a command and control or trigger, and has elements to make the system work. 



COULD INCLUDE A DEPICION OF ONE OF THE SYSTEMS (OR SUB-
SYSTEMS AS PART OF THEIR CLUDES — would list person/people and
who they are influencing or “attacking” etc.
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System Engineering Context Diagram
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Presentation Notes
Where does SE begin? What do you think the first steps would be?


Classic “V” Diagram
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Presenter
Presentation Notes
This is another view, called the “V” diagram.  This depicts a deeper level of systems engineering.  


Good System Engineers (SEs) Use Both Sides

of Their Brains — You Probably do Already

= The corpus callosum attaches the left brain
hemisphere to the right brain hemisphere so they can
“talk to one another”.

= Left brain: mathematical, logical, deductive
= Right brain: aesthetic, intuitive, inductive

= SEs must be able to use both sides of their brain, and
be able to switch back and forth between them.

= Can consider the technical issues
as well as be visionary

= Can be creative with new mission designs, but pay
attention to costs and reality

= SEs need to be a “visionary skeptic.”

= Sometimes the intuitive burst needs to pass over to the
skeptic and ask how much it will cost, or if it is even
possible. (refer back to needs/requirement).

YOU CAN USE BOTH SIDES - EITHER
NATRUALLLY, OR BE TAUGHT

SE When the Canvas Is Blank

09/24/2009 by B. Gentry Lee, 2007
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Gray’s Anatomy Fig. 733


Presenter
Presentation Notes
This is a cool chart that speaks to your ability to perform systems engineering or to do well in cyber related careers.  One of the attributes that Boeing looks for when they are hiring, is the ability to solve problems.  Note that problem solving using both sides of the brain yields a better systems view of the world.  Systems in this case means looking at all sides.


Use both sides of the brain /

switch back & forth

LEFT BRAIN RIGHT BRAIN

Logic Feeling

Details “Big Picture”
Facts Rule Imagination Rules
Words & Language Symbols & Images

Present & Future
Philosophy & Religion
Spatial Perception
Fantasy Based
Presents Possibilities
Impetuous
Risk Taking

Present & Past
Math and Science
Order/Pattern
Reality Based
Forms Strategies
Practical

fe

Visionary & Technical; Creative but cost-conscious; Inventive yet possible

SE When the Canvas is Blank by B. Gentry Lee, 2007le
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Presenter
Presentation Notes
Here is another way of looking at behavior and at strengths and weaknesses.  Which way do you look at the world most often?   Do you know of others who act in the opposite way that you do? 

A good analyst (therefore a good cyber analyst) developes the capability of both sides of their brains.  

Cyber careers are good for mathematical/scientific minds as well as right brained minds.  

Oftentimes engineers and scientists had trouble communicating (other than in technical terms) – or at least didn’t like to write – and that right brainers could facilitate that communication.  So even if you don’t think you are technical, you can learn to understand technologies and contribute to the system design, development, implementation or provide feedback as a user.


Two Hemispheres of the Brain (1)

Left Hemisphere of Brain
L-Directed Thinking

= Uses logic

Detail oriented

Facts rule

Words and language
Present and past

= Math and science

= Can comprehend

= Knowing

= Acknowledges
Order/pattern perception
Knows object name
Reality based

Forms strategies
Practical

= Safe

09/24/2009
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Right Hemisphere of Brain
R-Directed Thinking

= Uses feeling

= “Big picture” oriented

* Imagination rules

= Symbols and images
Present and future
Philosophy and religion
Can “get it”, i.e., meaning
Believes

= Appreciates

Spatial perception
Knows object function
Fantasy based
Presents possibilities
Impetuous

http://www.news.com.au/perthnow/story/0,,22 . .
492511-5005375,00.htmi?from=valueAdd Risk Taking
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Presentation Notes
This is just a summary of the differences between right and left brain thinkers.


Two Hemispheres of the Brain (2)

Left Hemisphere of Brain
= Controls right side of body

= Sequential — recognizes serial
events

= Logical, rational
= Verbal activities

Right Hemisphere of Brain
= Controls left side of body

» Simultaneous — sees many things at
once

Intuitive, aesthetic
Non-verbal activities

= Talking, _ = Recognizes and interprets facial
understanding speech, readlng expressions, intonation & emotional
and writing cues
= Specializes in text — - Specializes in context —
what is said how it is said
= Objective = Subjective

= Literal meaning
= Analyzes the details (parts)
= Analyzes information
Breaks the whole into parts
Converges on a single answer
Focuses on categories

= Comprehends metaphors

= Synthesizes the “big picture”
(whole)

= Puts isolated elements together to
perceive things as a whole (holistic)

= Diverges into a Gestalt (organized

Gras S deta_ls Daniel Pink, A Whole New Mind: Why Right- Wh0|e)

u | Brainers Will Rule The Future, Riverhead Boolgs, i i

p New York, ISBN 1-57322-308-5, ©2006 Focuses On relatlonShlpS
09/24/2009 = Sees the “big picture”
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Presentation Notes
You may use one side of your brain more than the other.  That’s not only OK, it is good that you have such strengths.  Almost all systems engineering endeavors are done in a team environment.  Each team member brings their strength to the effort and everyone benefits.
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